AGENDA August 12th, 2021
08.30 AM– Participants will register to Cyber Ranges (SHIFTED to 9AM because we are already late  
https://app.cyberranges.com/
PLEASE USE YOUR BUSINESS EMAIL, NOT GMAIL ETC.
YOU WILL THEN RECEIVE A CONFIRMATION EMAIL: CLICK ON THE LINK
LOGIN ON CYBER RANGES


THEN GO HERE:
SCENARIO #1
lobby Link: https://bit.ly/3lR4laq
SCENARIO #2

lobby Link: https://bit.ly/2VLME1a
PW for BOTH: ghana_pass
08.45 AM - Start session - Hackmageddon (video)
09.00 AM - Slides presentation by Raoul and Selene
09.35 AM– Greetings from Almerindo Graziano
09.40AM - Lawrence explains what Cyber Ranges and Cyber Drills are; list of the available SCENARIOS (playlist), and what we have selected for you today! 
10.00 - 11.30 PM - Hands-on exercise SCENARIO #1
[bookmark: _GoBack]11.30AM – 12.00PM “Using a different approach”: CTI explanation by Raoul and Selene 
12.00 - 02.00 PM - Covid swab and lunch
02.00PM– 4.00PM Hands-on exercise SCENARIO #2
04.00 PM - End of session (if you really want ;)




SCENARIO #1
https://app.cyberranges.com/scenarios/lobbies/6114ba9473fe0c0007aa77f2
https://bit.ly/3lR4laq
	Integrating Zeek or Bro Events to the ELK Stack 
	1h
	 - Windows and Linux OS logging IDS overview
 - SIEMs and LMS IDS overview
 - Host and Network IDS overview
 - Shipping logs to ELK



SCENARIO #2
https://app.cyberranges.com/scenarios/lobbies/6114bb6273fe0c0007aa7805
https://bit.ly/2VLME1a
	XCallCenter Under Attack 
	2h
	  - Wazuh Overview
  - Arkime Overview
  - OsQuery Overview
 - Guided walkthrough of live IR using tools covered





